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ABSTRACT

Large Language Model (LLM) is changing the software development
paradigm and has gained huge attention from both academia and
industry. Researchers and developers collaboratively explore how to
leverage the powerful problem-solving ability of LLMs for specific
domain tasks. Due to the wide usage of LLM-based applications,
e.g., ChatGPT, multiple works have been proposed to ensure the
security of LLM systems. A comprehensive understanding of the
entire process of LLM system construction (the LLM supply chain)
is crucial, but relevant works are limited. More importantly, the
security issues hidden in the LLM SC that could greatly impact
the reliable usage of LLMs lack exploration. Most existing works
mainly focus on assuring the quality of LLM from the model level;
however, security assurance for the entire LLM SC is ignored. In
this work, we take the first step to discuss the potential security
risks in each component and the integration between components
of LLM SC. We summarize 12 security-related risks and provide
promising guidance to help build safer LLM systems. We hope our
work can facilitate the evolution of artificial general intelligence
with secure LLM ecosystems.

CCS CONCEPTS

« Computing methodologies — Machine learning; - Software
and its engineering — Software creation and management.

KEYWORDS

Large Language Model; Software Supply Chain; Security Assess-
ment
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1 INTRODUCTION

Large Language Models (LLMs) lead the new era of artificial in-
telligence (AI). With this success, LLM-driven applications have
achieved exciting and even human-better results in multiple do-
mains, such as video generation [15], mathematical competition [18],
code generation [17], and autonomous driving [28]. Recently, many
big-tech companies have been trying to develop their own LLMs
and construct relevant systems for specific tasks and products, push-
ing researchers and developers to explore more reliable LLM system
construction roads.

Similar to conventional software systems, the construction of
LLM systems consists of multiple components and participants, e.g.,
data providers and model developers. The integration of those com-
plex components is called supply chain (SC) from the perspective of
software engineering where software (LLM) serves as the core sur-
rounding numerous upstream and downstream participants. More
importantly, as LLMs are widely used nowadays, and sometimes
in safety- and security-critical situations such as autonomous driv-
ing systems, ensuring the reliability of the whole LLM system is
important. While the supply chain of conventional software sys-
tems has been extensively studied over the past decade, research
specifically focused on the supply chain of Al systems, particularly
LLMs, remains limited.

Although recent studies explore security-related issues in LLMs,
most of them remain focused on the model itself. We analyzed
57 relevant papers from recent surveys [5, 9, 14, 24], and found
that 19 of these still concentrate on model-level security, while
24 are exclusively focused on ChatGPT, largely overlooking the
broader supply chain. For instance, researchers have shown that
adversarial attack techniques can be used to exploit LLMs [7], and
LLMs can be easily jailbroken [6]. The full paper list we analyzed
can be found on our project site [4]. However, the model is just
one component of an LLM system. Even if the model security is
ensured, vulnerabilities in other parts of the LLM supply chain,
such as third-party dependencies or deployment environments,
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can still pose significant security risks and lead to an unreliable
LLM system. Therefore, analyzing LLM supply chain security is
crucial. While some recent studies [24, 25] explore components of
the LLM supply chain, including infrastructure, model lifecycle,
and the application ecosystem, their focus remains primarily on
the model lifecycle, considering each component separately. The
dependencies (i.e., upstream and downstream components) within
the LLM supply chain and the associated security risks along the
supply chain are still unclear.

To fill this gap, we analyze potential security risks in the LLM
supply chain and propose guidelines to mitigate these risks. Specif-
ically, we begin by defining each component of the LLM supply
chain and analyzing the dependencies of those components, e.g.,
from upstream data providers to downstream LLM applications
(end users). We then focus on identifying security risks that orig-
inate from upstream components, which attackers could exploit
to impact downstream participants. For instance, attackers may
inject poisoned data into training datasets (upstream), affecting the
trained LLMs and, consequently, the deployed LLM-based applica-
tions (downstream). In total, we identify 12 security risks related to
the LLM supply chain and offer guidance to support the construc-
tion of secure LLM systems. We believe that our work can help
researchers and developers better understand LLM supply chain
security and build more reliable LLM systems.

To summarize, the main contributions of this paper are: 1) we
explore security risks considering the integration of dependent
components in the LLM SC where we summarize 12 relevant LLM
SC risks. The detailed works we analyzed can be found at our
project site [4]; 2) we provide promising guidelines to mitigate the
risks in developing LLM systems.

2 RISKS IN LARGE LANGUAGE SUPPLY CHAIN
2.1 LLM Supply Chain Extraction

To understand the potential security risks, we first identify the
components in the LLM supply chain. Each component could affect
not only itself but also the downstream participants. The process
of identifying the LLM supply chain involves tracing the potential
upstream components that influence or depend on a given compo-
nent. Specifically, we start with downstream users who may seek
an LLM application from an App store or the Internet. The App
Store then becomes a potential upstream component. The LLM
application in the store has further upstream components, such as
the LLM and other software dependencies. By iteratively tracing
these dependencies, we continue identifying relevant components
until we reach the highest upstream elements where we choose to
stop based on the relevance. Finally, we constructed a dependency
graph representing the LLM supply chain, as shown in Figure 1.

2.2 LLM Supply Chain

Based on our extracted LLM supply chain, we introduce each com-
ponent in the chain from the data provider to the end user (from
upstream to downstream). In the data preparation phase, data ana-
lysts collect data from the data providers and do data cleaning to
filter noisy data and features. After that, data labelers (human or
labeling machine) assign ground truth to the raw data which will
be utilized in the following training and testing processes. Due to
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the large amount of data we can obtain daily, data selection is an
optional process to reduce the data processing effort. In this data
construction phase, the reliability of data selection, data cleaning,
and automatic data labeling tools highly affects all the remaining
downstream components.

The downstream phase of data preparation is model construc-
tion. Roughly speaking, there are three ways to prepare a LLM, 1)
prepare it from scratch, 2) download it from the open-source model
hubs and directly use it, and 3) download it and then fine-tune it for
specific domain tasks. When preparing LLMs from scratch, devel-
opers utilize Al frameworks and third-party libraries to write the
training program, and then train the model with pre-training data
provided by the data analysts. For the second way, developers di-
rectly employ the downloaded LLMs for the target task. For the last
way, the downloaded LLMs are further fine-tuned using fine-tuning
datasets to fit a new data distribution. After the model training,
test reports are generated based on the test dataset, which will
be provided to the application developers along with the trained
LLMs. In this model construction phase, concerns could arise due
to the vulnerabilities in the program, the model training process,
the conflicts between pre-training and fine-tuning, and malicious
hidden in model hubs.

After application developers obtain the model, based on specific
requirements such as the application size limitation, they will decide
whether to utilize model optimization techniques to reduce the
model size. The LLMs are then integrated with other software,
including additional Al models, to form the final LLM application
package, which is then uploaded to the application store. Finally, the
downstream users download the application for real-world usage.
In this application preparation phase, risks are potentially hidden
in other software and the model optimization process.

2.3 LLM Supply Chain Risk Analysis

Based on the LLM supply chain, we discuss potential security risks
by identifying attack paths that originate from upstream compo-
nents and target downstream users. These attack paths allow ad-
versaries to compromise users by executing malicious operations at
upstream points. In total, we identify and summarize 12 potential
risks across the entire LLM SC.

Risks in Data Construction Phase. First, since data is the key
driver for LLM, security assessment of datasets is crucial as train-
ing data will affect the whole LLM SC. Treating the data provider
as the upstream supplier, the downstream participant should be
the data analyst. Existing works [5] summarized the risks in the
training data from different perspectives, such as backdoor attacks,
poisoning attacks, privacy leakage, unauthorized disclosure and pri-
vacy concerns, bias, toxicity, and ethics. Some risks directly impact
downstream components, such as poisoning attacks that degrade
the performance of trained LLMs and inject backdoors, compromis-
ing model predictions and user security. From the perspective of
the LLM supply chain, several security risks need to be addressed:

Risk1: Risks in data selection process. Utilizing the whole collected
dataset to build LLM systems is almost impossible due to the large
amount of available data. Data selection is a technique of filter-
ing high-quality data for training or testing and will affect all the
remaining components in the LLM SC. Recent research [13, 22]
demonstrated that existing automatic data selection methods have
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Figure 1: Security risks in LLM supply chain.

limitations such as only considering uncertain data which can be
exploited by attackers to inject malicious into the collected dataset.
For example, attackers can inject backdoors into the data that have
high uncertainty scores to multiple common LLMs, and lead the
data selection methods to select certain data from the dataset.

Risk2: Risks in data cleaning process. After collecting datasets, data
analysts will employ data cleaning techniques to remove redundant
and noisy data (and features). However, potential risks are hidden
in this process, 1) existing data cleaning techniques are relatively
simple, such as rule-based error sample detection [19]. It is easy to
bypass such techniques by constraint-ware adversarial attacks [21]
and introduce malicious to the datasets. 2) More generally, even
though data scientists can guarantee the security of cleaned data
for the downstream model training by collaborating with model
developers, it is unclear whether the cleaned data still contains risks
that affect further LLM SC components, such as model maintenance
and model compression.

Risk3: Risks in data labeling process. Normally, given a domain
task, a useful data sample requires the raw data and the correspond-
ing ground truth. Labeling a large amount of raw data is challenging
and may naturally introduce label errors. For example, even for sim-
ple image classification tasks, incorrect labels exist in the dataset
after carefully manually labeling [20]. This mislabeling issue can
mislead the model training and testing, and harm the performance
of LLMs. Besides, multiple automatic data labeling techniques and
frameworks have been proposed recently [23]. The other risk is
such tools also rely on deep learning models and can be fooled to
generate incorrect labels by adversarial attacks.

Risks in Model Preparation Phase. In addition to the risks in
the data, there are also many security issues hidden in the model
preparation phase. For example, the vulnerabilities in the training
program, the improper use of training methods, and the different
distribution between the pre-training and fine-tuning datasets can
affect the produced LLMs and further introduce different reliability
issues to the downstream components.

Risk4 and Risk5: Vulnerabilities hidden in the Al framework and
third-party-libraries. Even though many works have attempted to re-
veal the vulnerabilities in the DL frameworks and other third-party
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libraries to ensure safe LLM development, they mainly focus on the
influence of such vulnerabilities on the software implementation
and the AI models. Even worse, some vulnerabilities could arise in
later downstream components in the LLM SC, for example, existing
works [10] found that implementation errors in the framework
can introduce serious prediction errors of Al applications on the
website and cause unreliable outputs. Therefore, in addition to the
software and models, analyzing the potential influence of vulnera-
bilities on the following LLM SC is necessary. Besides, recent works
demonstrated that attackers can modify APIs in the framework and
inject backdoors into the binary model files to assess information
from users [3]. Risk assurance of frameworks and TPLs is crucial
for securing the usage of LLM applications for users.

Risk6: Risks introduced in training techniques. Researchers pro-
posed multiple training techniques such as active learning and
adversarial training to prepare models for different purposes. Re-
cent works reveal that such training techniques will introduce
different reliability issues to the compressed models, e.g., active
learning reduces the adversarial robustness of models after quan-
tization [12]. Therefore, it is needed to understand how different
training techniques affect the following SC components. Besides,
training techniques can be also exploited by attackers. For instance,
similar to the issues mentioned in the data selection process, it is
possible to attack active learning methods to force models to select
vulnerable data for training.

Risk7: Distribution conflicts between pertaining datasets and fine-
tuning datasets. As shown in Figure 1, LLMs can be prepared by
fine-tuning the pre-trained model given specific domain datasets.
Unfortunately, as shown in some recent works [11, 16], pertaining
datasets and fine-tuning datasets can sometimes have distribution
conflicts and lead to the forgetting problem where the fine-tuned
LLMs will lose pre-trained knowledge. Therefore, in addition to
the performance degradation of the LLMs on the original domain,
risks arise that attackers can utilize fine-tuned datasets to break
the defense techniques in the pre-trained LLMs (e.g., adversarial-
trained LLMs) and find backdoors to attack the LLM systems.

Risk8: Risks in the model hub. In the LLM fine-tuning process, de-
velopers usually download pre-trained LLMs from an open-source
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model hub such as Hugging Face [2]. Even though such model hubs
have a security scan procedure to check the reliability of uploaded
LLMs, current work [29] demonstrated that these scanning tech-
niques can be easily bypassed. Therefore, the downloaded LLMs
might contain different security issues and need to be carefully
checked before the fine-tuning process.

Risks in Application Building Phase. Deploying deep learn-
ing models to real-world applications is the final goal. A recent
report [1] shows that most safety issues (24%) happen at the sys-
tem level. Existing works pay more attention to the model-level
evaluation for security assurance but lack a study of LLM-based
applications. Since the downstream participants of LLM-based ap-
plications are users, the security risks will cause practical damage.

Risk9: Risks introduced by model optimization. Recent works [8]
revealed that attackers can utilize model compression techniques
to hide backdoors to the LLM where the original LLM is secure but
the compressed LLM is vulnerable. The risks can be introduced by
the model optimization process. It is necessary to carefully choose
the model compression techniques and avoid potential attacks.

Risk10: Vulnerability in other software components. In addition
to the model, LLM applications could contain other software com-
ponents. For example, a LLM-driven autonomous driving system
could contain multiple components such as the perception module,
the planning module, and the control module. Software components
could affect each other and influence the final output of the system,
e.g., the unreliable images recorded by the camera could mislead the
decision of the following components in the LLM system. Therefore,
it is necessary to analyze the influence and dependencies of such
software components in the LLM application security.

Risk11: Security risks via user feedback. LLM providers will uti-
lize user feedback (prompts and answers) to update models for
domain adaptation. In this situation, the LLM provider could be
the downstream participant while users are the upstream suppliers.
Unfortunately, there is a concern that the user feedback could also
introduce security-critical samples to the fine-tuning dataset which
can be exploited by attackers, and then harm the reliability of LLMs.

Risk12: Risks due to the unknown tasks and data distribution. Every
evaluation is based on a prepared test dataset that covers a certain
distribution domain, however, it is unable to estimate the usage
environment of the LLM-based applications. Thus, it is impossible
to guarantee that the pre-defined risk assessments can always work.
The security issues of real-world LLM applications are the most
difficult to handle.

3 RISK MITIGATION DISCUSSION

Based on our analysis, we provide guidelines for future research on
secure LLM SC from data, model, and application three perspectives.
Security assurance in the data construction. Data collectors should
carefully use automatic data selection and data cleaning methods
to collect datasets, as they can be easily fooled. Then, the upstream
supplier is recommended to provide some data distribution infor-
mation to the downstream users, such as the top-N token frequency
distribution. In this way, developers can control the domain dis-
tribution in the following model testing and fine-tuning processes
to report more precise and reliable evaluation results, and prepare
fine-tuned models without harming the original distribution.
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Security assurance in the model preparation. LLM preparation
is the key component in the LLM SC. In the training phase, fully-
supervised active learning should be carefully employed as it could
reduce the robustness of the model and can be attacked. Semi-
supervised active learning with data augmentation is a better choice
that can mitigate attacks with data modification. Considering the
downstream action model deployment of LLMs, developers need to
think about whether it is necessary to use quantization-aware (or
other compression-aware) training techniques. Besides, it is useful
to highlight data samples that are uncertain to the LLM before com-
pression as the compressed LLM could produce different outputs
as shown in previous works [27].

Security assurance in the application development The upstream
participant of applications is user. Thus, security assurance of LLM-
based applications is a crucial and emerging task. First, every LLM-
based application needs a test report on the targeted domains that
covers diverse evaluation metrics (especially security risk evalua-
tion) to guide its reliable usage. Besides, as mentioned in Section 2.3,
multiple types of attacks can be injected into applications and some
can bypass existing defense techniques such as ModelScan. There-
fore, application maintainers must design stronger scan techniques
to check uploaded applications, specifically focusing on embedded
operators (APIs) that can assess users’ devices.

Quality assurance of a single component in the LLM SC is not
enough to ensure the reliability of the final LLM systems. In the
real-world LLM SC, upstream suppliers can directly affect their con-
nected downstream participants and indirectly related participants
in different aspects. It is essential to design metrics and criteria
to measure the influence of one component on another for risk
assurance of the whole SC.

4 FUTURE PLAN

In the future, we plan to: 1) make a comprehensive survey on LLM
SC security risks; 2) design metrics and criteria to measure the
influence caused by security issues between different components
in the LLM SC and modeling the influence chain, e.g., design the

influence chain as: Cy (RO—’%U) Cq (Rl—’a;) (Rn_l—’a;'_l) Cp, where C
is the component in the SC, n is the number of components, R is the
risk type, and « is the severity of the risk; 3) propose techniques
for the security assurance of LLM SC, for example, design multi-
objective guided data selection methods for targeted instruction
tuning [26] to efficiently train LLMs with better performance while
avoiding potential attacks on the data selection process.

5 CONCLUSION

In this paper, we have initiated a discussion about security risks
in the large language model supply chain. Different from existing
works that mainly focused on studying a single component (espe-
cially the model) in the SC, we explored the potential risks that lie
in the integration of the SC from upstream suppliers to downstream
users. In total, we summarized 12 risks that have gained limited
attention by current research and provided promising guidance for
both researchers and developers to help construct more reliable
LLM systems. We believe ensuring the security of LLM SC is crucial
and our work can facilitate the understanding of the risks.
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